NHOOPMAIIMOHHASA TAMSATKA
JJIA OBYUYAIOIUXCA AJIA PASMEIEHUA
HA O®PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaXxIbpIM TOJOM MOJIOJIC)KA B MHTCPHETE CTAHOBUTHCS OOJIBINE, a IIKOJBHUKU OJHU U3
caMbIX AaKTHBHBIX MoOJib30BaTenel Pynera. Mexay TeM, MOMHUMO OrPOMHOIO KOJMYECTBA
BO3MO’KHOCTEH, HHTEPHET HECET W MpOOJIeMBl. JTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJUTHCS B CCTH.

KomnbrorepHbie BUpPYyChI

KoMmbroTepHblii BUPYC - 3TO pa3HOBHUJIHOCTh KOMIIBIOTEPHBIX MPOrPaMM, OTINYUTEIBHON
OCOOEHHOCTBIO KOTOPOH SIBJISIETCA CIIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosHeHue K 3TOMy,
BUPYChl MOTYT TMOBpPEIUTh WM TOJHOCTBIO YHUYTOXKUTh Bce (Qailibl U JaHHBIE,
MOJAKOHTPOJIbHBIE MT0JIB30BATENI0, OT UMEHHU KOTOPOTo Oblja 3allyllleHa 3apakeHHas porpamma,
a TaKKe MOBPEAUTh WIM JaXK€ YHUUTOXXMTh OINEPAllMOHHYIO CUCTEMY CO BceMH (Qailmamu B
1enoM. B 6obIInHCTBE CilydaeB pacipOCTPaHsIOTCS BUPYChl Yepe3 UHTEPHET.

MGTO,HBI 3alIMTBI OT BPECAOHOCHBIX ITPOrpaMMm:

1. Wcnonp3yli COBpEMEHHBIE OIEPALMOHHBIE CHCTEMBI, HUMEIOIINE CEPbE3HBI YPOBEHb
3aIIMUTHI OT BPEJOHOCHBIX POTPaMM;

2. IlocrossHHO ycTaHaBnmuBaik madtu (IUGPOBBIC 3aIlIaTKA, KOTOPHIE aBTOMAaTUYECKH
YCTaHABIWBAIOTCA C IEIbI0 JOPA0OTKHM TMPOTpaMMbl) H Jpyrue OOHOBJICHHSI CBOEH
omnepanroHHoON cucteMbl. CkaunBai UX TOJIbKO ¢ oduImanbHOro caita pazpaborunka OC. Eciu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PaGoraii Ha cBOEM KOMIBIOTEpE O]l MpaBaMu IMOJIb30BATENsA, a HE aJMHUHHUCTPATOpA.
OTO HEe MO3BOJHUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTpaMM HWHCTAIIUPOBATHCS Ha TBOEM
MEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIC MPOTPAMMHBIC HPOJYKThI HU3BECTHBIX MPOU3BOIAMTENCH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb PU3NYECKUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Vcnonb3yit BHEIIHUE HOCUTENU MH(OpPMALUU, Takue Kak (iemika, AUCK win Qaiin u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He OTKpHB&ﬁ KOMIIBIOTCPHBIC (1)aI>'IJ'IBI, MOJIYYCHHBIC U3 HCHAACKHBbIX UCTOYHUKOB. [[a;xe
TC (baﬁﬂbl, KOTOPLBIC IIPpUCIIalI TBOW 3HAKOMBIH. qume YTOYHH Yy HET'O, OTIIPABJIAI JIU OH TeOE uX.

Cerun WI-FI

Wi-Fi - 310 He BHJ nepeayn JaHHbIX, HE TEXHOJIOTHs, a BCEro JHIIb OpeH 1, Mapka. Eie B
1991 rony Hupaepnanjackas kommnaHus 3apeructpupoBana Openn "WECA", uto o603Havano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoanTcs Kak "GecrpoBOAHAas TOUHOCTD'.

Jlo Hamero BpeMeHM Jouuia Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHoJoruei. 9to abopeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JAHO C HAMEKOM Ha CTaHAAPT
BbIcIIel 3BykoBoii TexHuku Hi-Fi, uro B nmepeBoje o3HayaeT "BbICOKAs TOUHOCTh'.

Jla, OecrylaTHBI HMHTEPHET-IOCTYH B Kade, OTeNnsX M a’poroprax SBISETCS OTIMYHOMN
BO3MOJKHOCTBIO BBIX0/1a B HHTepHET. HO MHOTHE AKCIIEPTHI CYUTAIOT, YTO 001IeA0CTynHbIe Wi-



Fi cetn He IBISIIOTCST O€30IIaCHBIMU.
CoBetbl 110 0€30MaCHOCTH pabOTHI B 00LIeNOCTYMHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBoro Jm4Hyr0 HHpopmanuio depe3 oOmenocrynueie Wi-Fi ceru.
PaGoras B HHUX, KCJIATCJIIbHO HC BBOAUTD IMAPOJIM JOCTYIIA, JIOTUHBI 1 KAKUC-TO HOMEPA,

2. Wcnonw3yih 1 OOHOBISI aHTUBUPYCHBIE MpOrpaMMbl U OpaHamayep. Tem caMbIM ThI
oGe3omnacuIb ce0st OT 3aKa4KK BUPYyCa HAa TBOE YCTPONUCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢yakmuro "OOmmit moctyn Kk daitmam u
npuHtepam". JlaHHas (yHKIUS 3aKphITa MO YMOJIYAHHUIO, OJJHAKO HEKOTOPBIE IOJIb30BATENIN
aKTUBUPYIOT €€ /sl y100CTBa UCIO0JIb30BaHuUs B paboTe Wi yueobe;

4. He ucnonb3yit nyOnauunbii WI-FI nns nepenaun nuYHBIX J@HHBIX, HampuMmep Ajs
BBIX0/Ia B COLIMAJIbHBIE CETH WJIU B AIEKTPOHHYIO IIOUYTY;

5. Ucnons3yii Tonpko 3ammiieHHoe coenuHenue uepe3 HTTPS, a ne HTTP, T.e. npu
Habope BebO-ampeca BBOAM uMeHHO "https://";

6. B mobunsHOM Tenedone otkimoun ¢pynkuuio "lTlogkmouenue k Wi-Fi aBTomatnyecku'.
He nomyckail aBToMaTH4eckoro noak/toueHus ycrpoicrsa k cetsim Wi-Fi 6e3 TBoero cornacusi.

ConuajbHbIe ceTH

CornpabHbIC CETH aKTUBHO BXOJAT B HAIIY XU3Hb, MHOTHE JIFOJN pa0OTAIOT M KHBYT TaM
nmoctosiHHo, a B Facebook yke 3apermcrpupoBaH MWLIMAPA YENIOBEK, UTO SBJSETCS OJHOMU
CeIbMOM BCEX JKHTEICH IIaHeThl. MHOTHE TOJb30BaTSIM HE MOHUMAIOT, YTO WH(OpMAIHs,
pa3MelieHHas UMU B COITMAIBHBIX CETSAX, MOKET ObITh HalICHa W HCIIOJIb30BaHa KEM YI'OJTHO, B
TOM YHCJI€ HE 00s513aTEIBHO C OJaruMu HaMEPEHHUSIMHU.

OCHOBHBIE COBETHI 10 OE30IACHOCTH B COOHaJIbHBIX CETAX:

1. Orpannub cHucok apy3ed. Y TeOsS B Jpy3bsiX HE JTOJDKHO OBITh CIydalHBIX |
HE3HAKOMBIX JIFOJICH;

2. 3amuiiai cBO YacTHYIO kM3Hb. He yka3wiBait maposu, TenedoHsl, ajpeca, 1aTy TBOETO
POXIEHUS U APYryH JUYHYI0 WHGOpMalnio. 3JI0YMBIIUICHHUKA MOTYT HCIIOJIb30BAaTh JaKe
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN TUIAHUPYETE MPOBECTU KaHUKYJIBI,

3. 3amuiail cBOr pemnyTanuio - Iep>Ku ee B YUCTOTE U 3a/aBail cebe BOIpoc: XOTed Obl
ThI, YTOOBI JAPYTUE MOIH30BATENN BUACTH, YTO ThI 3arpykaemib? [logymaii, mpexie yem 4To-To
OMyOJIMKOBATh, HAMKCATD U 3aTPY3UTh;

4. Ecau ThI roBopuiib € JJFOAbMHU, KOTOPBIX HEC 3HACIIb, HC HCHOHBSYﬁ CBOC pCAJIbHOC UM
" JPpYTI'yIO JJUYHYHRO I/IH(i)OpMaI_II/II/II HMs, MCCTO KHUTCIILCTBA, MECTO y‘Ie6BI " 1Ipouce;

5. U3Geraii pa3menienus gortorpaduit B IuTepHere, rae Tl N300pa’keH Ha MECTHOCTH, MO
KOTOPOU MOYHO OIPEAEIUTE TBOE€ MECTOTIOJIOKECHHUE;

6. HpI/I perucTtpanu B COIIMAIbHOM CeTHu HCO6XO,I[I/IMO HCIIOJI30BATh CJIOKHBIC T1apOJIH,
COCTOAIIUEC U3 6y'KB u I_II/I(I)p M C KOJIMYCCTBOM 3HAKOB HE MCHCC 8;

7. JIns colMalibHOW CETH, TOYTHI M JPYrHUX CAMTOB HEOOXOIMMO HCIIOJB30BaTh pa3HbIE
naposii. Toraa eciiu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKA TIOJIYYaT JTOCTYIT TOJBKO K OJHOMY
MECTy, a HE BO BCE Cpasy.



DJIeKTPOHHbBIE IeHbTH

DNEeKTPOHHBIE JEHBI'H - 3TO OYEHb YIOOHBIA CHOCOO IUIaTEXEH, OJAHAKO CYIIECTBYIOT
MOIICHHWKH, KOTOPBIC XOTAT HOJTYUUTh 3TH ACHBI'U.

SJIGKTpOHHI)Ie JCHbI' MOABUIIMCH COBCEM HCIABHO W HMCHHO H3-3a 3TOI'O BO MHOI'UX
rocyaapCrBax 10 CHUX IIOP HE NPOIMCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe OHM QYHKUIHOHUPYIOT U O HUX YK€ IIPOIUCAHO B 3aKOHE, II€ UX Pa3JeIatoT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHbIE. PasHuIa B TOM, 4TO aHOHMMHBIE - 3TO T€E, B
KOTOpBIX paspeliaercss MpOBOAUTH oOmepanuu 0e3 HICHTHU(PHUKAIUMU [0Jb30BaTeNs, a B
HEAaHOHMMHBIX WACHTHU(UKALIVS TOIb30BATENs ABISIETCS 00s13aTENbHOM.

Taxxe crnenyer pasnuyarh SJIEKTPOHHBIE (HUATHbIE IEHBIU (PaBHBI TOCYIApPCTBEHHBIM
BAJIIOTaM) U JIEKTPOHHbIE HEHATHBIE IEHBI'M (HE paBHbBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€301MacHOM paboTe ¢ ANEKTPOHHBIMU JEHbIaMU:

1. IlpuBspku K cyeTy MOOWIIBHBIN TenedoH. DTO camblii yIOOHBIM M OBICTPHINA CrIOCOO
BOCCTaHOBUTH JOCTYHn K cueTy. llpuBsizanubiii TenedoH mnomoker, eciau 3alynenib CBOMH
IJIATEKHBIN MapoJib WK 3aiJeNIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. WUcnonb3yit ogHOpaszoBbie mapoiu. [locie nmepexosa Ha YCUIIEHHYIO aBTOPHU3AIMIO TeOe
yKe He OyJIeT yrposKaTh OMACHOCTh KPa)KH WJIM TiepexBarta MIaTeKHOTo map oJis;

3. Beibepu cnoxHbIN napoak. [IpectynmHukam OyneT He IpOCTO yrajaaTh CIOXKHBINA MapoJib.
Hagnexxuble maponu - 3To mapoiu, KOTOpble coAepkaT He MeHee § 3HAKOB M BKIIIOYAIOT B ceOst
CTpPOYHbIE U TPONHCHbIE OYKBBI, HU(PBH U HECKOJBKO CHUMBOJIOB, TaKW€ Kak 3HAK J0JuIapa,
(¢ yHTa, BOCKIHUIATEbHBIN 3HaK | T.1. Harmpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIEC JJAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICILb.
DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs T0YTa - 3TO TEXHOJIOTHS W MPEJOCTABISIEMBIC €10 YCIYTH IO TMEPEChUIKE U
MOJIYUEHHUIO DIIEKTPOHHBIX COOOIIEHHH, KOTOpPhIE PACIpPEACNAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO ANEKTPOHHBIN IIOYTOBBIN SIIHAK BBITJISIIUT CJIEYIOIIUM 00pazom:
UMs_TIONIb30BaTENsI(@UMs_TOMEeHa. Takke KpoMmMe TmepeJadyd MpPOCTOro TEKCTa, HMEeTcs
BO3MOJKHOCTbB TIepeiaBaTh (haJbl.

OcHOBHBIE COBETHI 110 6€301acHOM paboTe ¢ INMEKTPOHHON MOUTOM:

1. Hago BbIOpaTh MpaBUIIBHBIN MOYTOBBIM cepBUC. B MHTEepHETE €cTh OrpOMHBIN BBIOOD
OecrulaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSTH TEM, KOTO 3HAEIlb U KTO MEPBHIH B
pEUTHUHrE;

2. He ykaspiBail B JM4HOM mouTe nuuHyro MHpopmauumioo. Hampumep, mydmie BbIOpaTh
"My3bIKanbHbIN _(haHaT@" mium "pok2013" BmecTo "Temal3";

3. Ucnonb3yil IBYX3TANMHYIO aBTOPHU3AIMIO. DTO KOrJa MOMUMO MApoJisi HY)KHO BBOJIUTH
KOJI, IpHUChLIaeMblil o SMS;

4. BpiOepu cnoXHBI mapoJib. s KaXa0ro MOYTOBOTO SIIUKA JIOJDKEH OBITH CBOM
HAJICKHBIM, YCTOWUUBBIN K B3JIOMY I1apOJIb;



5. Ecim ecTb BO3MOKHOCTB HAIMCAaThb CaMOMY CBOW JIMYHBIM BONPOC, HCIOJB3YH OTY
BO3MOKHOCTb;

6. Mcnosb3yil HECKOJIBKO IIOYTOBBIX SIIIUKOB. IlepBbIii A1 4acTHOM HEpPENUCKU C
azpecaraMi, KOTOPbIM Tbl JOBEpsELIb. JTO 3JIEKTPOHHBIA aJpec HE HaJ0 HMCIOJIb30BaTh IpH
perucrpanuu Ha (opyMax U carax;

7. He oTkpbiBaii (haiisiel v Ipyrue BIOKEHUS B MUChbMAaX, J1a)K€ €CJIU OHU MPHIILIN OT TBOUX
npysei. Jlydie yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Daiiiibl;

8. ITociie okoHUaHUs pabOTHI HA ITOYTOBOM CEPBHCE IEPE]] 3aKPBITHEM BKJIAJIKU C CaliTOM
He 3a0y/ab HakaTh Ha "BoeriTu".

Ku6epOy/uiuHT MM BUPTYaJbHOE U31€BATEbCTBO

KubepOynnunr - npecienoBanue cOOOIIEHUSIMHU, COIECPKAITUMHU OCKOPOJICHHS, arpeCcCHIo,
3aIlyTUBAHKE; XYJIUTAHCTBO; COIMATBHOE OOMKOTHPOBAHHE C MIOMOIIBIO PA3IMYHBIX WHTEPHET-
CEpPBHUCOB.

OcHoOBHBIE COBETHI 110 6OpHOE ¢ KNOEPOYITUHTOM:

1. He 6pocaiicst B 6oit. JIyumuii cioco0: mocoBeTOBaThCS Kak ce0sl BECTH U, €CIIU HET TOTO,
K KOMY MOXHO O6paTI/ITBC$[, TO BHa4YaJI€ YCIIOKOHTHCA. Eciu TH HayHemns OTBEYaThb
OCKOPOJICHUSIMH Ha OCKOPOJICHHUS, TO TOJBKO €Ile 0O0JIbIIE Pa30AIKeIb KOH(IIUKT;

2. YrpaBisiii cBoe# KuOeppenyTammei;

3. A”HoHMUMHOCTh B ceTH MHUMas. CylecTBYIOT CHOCOOBI BBISICHHUTh, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUNM 00pa3 BUPTyaIbHOW XW3HH. HTepHET PuKCHpyeT Bce
TBOU JCWCTBUA U COXpaHSET UX. Y AaJIUTh UX OyAeT KpallHe 3aTpyAHUTEIBHO;

5. Coburos1aii CBOIO BUPTYAJIBHYIO YE€CTh CMOJIOJNY;

6. Urnopupyii equHu4HbIN HeraTuB. OAHOPa30Bble OCKOPOUTEIBHBIC COOOIICHUS JIydIle
urHopupoBaTh. OOBIUHO arpeccus MPeKpaliaeTcsi Ha Ha4aaIbHOUM CTaJANu;

7. ban arpeccopa. B [mporpammax 0o0OMeHa MI'HOBEHHBLIMH COO6H1€HI/I$IMI/I, B COIMAJIBHBIX
CCTAX €CTh BO3MOXXHOCTD 6J'IOKI/Ip0BKI/I OTIIPpaBKHU COO6H.ICHPII>1 C OIIPCACIICHHBIX aIpCCOB,

8. Ecmu TH CBHUICTCIIb KI/I6ep6y'J'IJ'II/IHFa. TBou pgeHcTBUS: BBICTYIIUTH HPOTHUB
npeciaeaoBareist, MmokKasarb €My, 4TO Cro JIEUCTBUS OIICHUBAIOTCS HET ATUBHO, IIOAACPIKATb
KCPTBY, KOTOpOfI HY’KHa TICUXOJIOTHUYCCKas IIOMOIIb, COO6H_II/ITI> B3pOCJIBIM O (1)8.KT€
arp€CCUBHOTO MOBEACHUS B CCTH.

MoOubHbII TesaedoH

CoBpeMeHHbIE CMapT(OHBI U TUIAHIIETHI COJIEpXkKaT B ceOe BIOJIHE B3POCIbIN (GYHKIIMOHA,
U TENepb OHU MOTYT KOHKYpPHUpPOBaTh CO CTAllMOHAPHBIMHM KOMIbIOTepaMH. OJHAKO, CPEACTB
3alIUTHI U1 IOJJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TecTHpOBaHHE M MOUCK YA3BUMOCTEH B
HUX TPOUCXOJUT HE TaK MHTEHCUBHO, Kak st [IK, To ke camoe kacaercsi U MOOMJIBHBIX
MIPUIIOKEHUHN.

CoBpemeHHbIE MOOWIIBHBIE Opay3epbl yKe MPaKTHYeCKH IOTHAIM HACTOJIbHBIE aHAJOTH,
OJIHAKO pacmmpeHue (yHKIMOHANA BIe4eT 3a CO000 OONBIIYI0 CIOKHOCTh W MEHBIIYIO



3allMIICHHOCTD.

Jlaneko HEe BCE MPOU3BOJWTENN BBIMYCKAIOT OOHOBJICHHSI, 3aKPHIBAIOIIUE KPUTUUYECKUE
YS3BUMOCTH JJISI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIsi 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:

Hugero He siBRsieTcsl MO-HACTOAIMEMY OecruiaTHBIM. Byns ocTopoeH, Beab Korga tede
npeiaraT OecIiaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITBI KAKHE-TO TUIATHBIE YCIYTH;

Hymaii, pexxzae yem oTinpaButb SMS, ¢oTo mimm Buaeo. Tel TOYHO 3HACIIB, TIe OHU OYIyT
B KOHEYHOM HUTOre?

Heo6xommumMo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsl MOOMJIBHBIX TeNe(OHOB;

He 3arpy>1<a171 MPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHW MOT'YT COACPKATH
BPCAOHOCHOC MPOTrpaMMHOC 06ecnequHe;

[locne Toro kak Thl BBIMJEIb C caifiTa, T€ BBOAWI JHYHYIO HH(OpMalMIO, 3ailiu B
HacTpoiku Opay3epa u yaanu cookies;

[Iepnoanuecku npoBepsid, KaKue IUIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOil HOMEpP MOOWMJIBHOTO Tele(OHa TOJBKO JIFOMISIM, KOTOPBIX Thl 3HACIIL U KOMY
JOBEPSEIIb;

Bluetooth momxen ObITH BBIKITIOUEH, KOTJA Thl UM HE TOJb3yembcs. He 3a0biBali nHOTIA
MIPOBEPSATH ATO.

Online urpwol

COBpeMeHHHe OHHaﬁH'HFpBI - OTO KpaCOYHBIC, 3axBaTbIBAIOIIHWEC Pa3BJICUCHUA,
O6’BCI[I/IH5IIOI_HI/IC COTHHU ThICAY YECJIOBCK II0 BCEMY MHPY. HFpOKI/I HCCICAYIOT I[aHHBIﬁ UM MHUp,
O6H_IaIOTCH Apyr C ApyroM, BBIIIOJHAIOT 3alaHUA, CPpAXKAKOTCA C MOHCTpAMH H IIOJIYYarOT OIIBIT.
3a YAOBOJIBCTBUEC OHH INIATAT. IMOKYHNarOT AHCK, OIIAYHMBAarOT a0OHEMEHT WM HpI/IO6peTaIOT
KaKHEC-TO OIILHNH.

Bce otu cpencrtBa uIyT Ha mMOJAEpKAHME M Pa3BUTHE UIPhL, a TaKkKe Ha caMmy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3allMU, BBHIIMYCKAIOTCS HOBBIE MATYU
(urdpoBkIe 3amIaTky Ui TPOrpaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HI>IX HUrpax CTOUT OIlaCaTbCd HE CTOJIbBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaxXu
TBOCTO IapoJisd, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPpHU3allUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IT0 OE30ITACHOCTH TBOETO HUI'POBOT'O aKKayHTa:

1. Eciin npyroii urpok BeeT ceds MIoX0 MM cOo3JaeT Tebe HEeMPUATHOCTH, 3a0J0KUpYH
€ro B CIIMCKE UTPOKOB;

2. Homanyﬁc;l AIAMUHUCTpATOpPAM HUI'PBI HA IJIOXOC IMMOBCACHUEC 3TOI0 UI'pOKa, KCJIATCIBHO
MPUIIOKUTHL KAKHUEC-TO NOKA3aTCIbCTBA B BUIC CKPHUHOB;

3. He ykaspiBaii TMuHYI0 HHPOPMALKIO B TIpodaiiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UIPE;



5. He ycranaBnuBaii HeopUITUAIBHBIE TATYU W MOJIBI;
6. croib3yil ClI0KHBIE U pa3HbIE 11apOJIN;

7. Jlaxxe BO BpeMs WIPbl HE CTOMT OTKIIOYATh aHTUBUpYC. lIoka Tel urpaems, TBOH
KOMIIBIOTEP MOTYT 3apa3uTh.

DOUIIMHT I Kpaka IUIHbIX JaHHBbIX

OObIYHOM Kpa)kel JeHer U JIOKyMEHTOB CEroJHSl YK€ HHUKOrOo HE YIUBHUIIb, HO C
PasBUTUCM I/IHTCpHeT-TeXHOJIOFI/H\/JI 3JIOYMBIIJICHHUKH  NIEPEMECTUIIMCh B  HUHTCPHCT, U
MIPOJIOJIKAIOT 3aHUMAThCS " MIOOUMBIM" 1EJIOM.

Tak mosiBUsIach HOBas yrpo3a: WHTEPHET-MOIIEHHUWYECTBA WIM (DUIIMHI, TJaBHas LEIb
KOTOPOTO COCTOUT B MOJIyYEHUH KOHQHUACHUUAIbHBIX NAHHBIX IMOJb30BaTENIed - JOTMHOB U
naposeil. Ha anrnuiickom si3pike phishing unraercs kak ¢umuHr (ot fishing - ppibHas noBis,
password - mapoJib).

OcHOBHBIE COBETHI 110 60PHOE C PUIINHTOM:

1. Cneam 3a CBOMM aKKayHTOM. Eciiu ThI 1To103peBaeiiib, 4TO TBOSI aHKETa Obljia B3JIOMaHa,
TO HE0OX0MMO 3a0JI0KHUPOBATh €€ U COOOIIUTh aAIMUHHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKoOpee;

2. Ucnonw3yit Ge3omacHbie BEO-CaThl, B TOM YHUCJIC, HHTEPHET-Mara3uHOB M TOMCKOBBIX
CHUCTEM;

3. Wcrnonp3yil CIOKHBIE W pa3Hble Mapoyid. TakuMm oOpa3om, eciau TeOs B3JIOMAaloT, TO
3JI0YMBIIIJIEHHUKH TOJIY4aT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu tebs B3JIOMaJIH, TO HCO6XO,Z[I/IMO OpeaAynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPEIC
,Z[O6aBJ'IeHI>I y TEOS B APY3biX, O TOM, UYTO TEOs B3JIOMAJIN ", BOBMO>KHO, OT TBOCIro HMCHH 6y,Z[eT
PaCChblIAThCS CIIaM U CCBIJIIKHM Ha (1)I/IH_II/IHI‘OBBIC CaﬁTBI;

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOuIbHBIM TenedoH;
6. OTKJIFOYN COXpaHEHUE Maposist B Opaysepe;

7. He oTkpsiBaii (ailsibl ¥ Apyrue BIOKEHUS B MUCbMaX, AaXe €CIM OHU MPUIUIM OT TBOMX
npy3ei. Jlydrie yrouHu y HUX, OTHPABIISUIN JIX OHU TeOe 3TU (ailiibl.

n¢pposas penyrauus

Hudposas pemyramust - 3TO HEraTUBHas MM MO3UTHBHAs HMH(pOpMalMs B ceTH o Tede.
Komnpomerupyromas uHpopmanus, pasMelieHHas B MHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOeW peanbHOU u3HU. "Lludposas penyranusa”" - 3T0 TBOH UMHJIK, KOTOPBIN
dbopmupyetcs u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘Ie6H, TBOC (I)I/IHaHCOBOG ITOJIOXKCHHUC, 0COOEHHOCTH XapakKTepa u
pacckasbl O OJIM3KHUX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue nmoJpOoCTKH JIETKOMBICJIEHHO OTHOCSTCA K MyOJIMKalMu JTUYHON MH(opManmu B
WHTepHeTe, HE MOHMMAas BO3MOKHBIX MOCIEACTBUM. ThI Taxke HE CMOXKEIIb JOralaTbCs O TOM,
4yTo (oTorpadusi, pazmelieHHas 5 JIeT Ha3a[, cTajla MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

Kommenrapuu, pazmenienue TBoux ¢ororpaduii 1 Apyrue ASHCTBUS MOTYT HE UCUE3HYTh



JlaXke TOCJIe TOro, KaK Thl UX yIaNulIb. Thl HE 3HACIIb, KTO COXPAaHWII ATY HH(OPMAIHIO, ITonaia
JM OHA B TOMCKOBBIE CHCTEMBI M COXPAaHWJIACh JIM OHA, a IJIABHOE: YTO MOJIyMAalOT O Tebe
OKpYXKaroIllue JI0U, KOTOpPbIe HAIyT U yBUIAT 3T0. HaifTu mHpOpMannio MHOTO JIET CITyCTS
CMOXeT JI000# - Kak U3 JOOpHIX MOOYXKICHHIA, TaK U ¢ HAMEPEHHEM HPUYMHUTH Bped. DTO
MOXET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI IO 3aMIUTE UPPOBON peryTaIHH:

1. llomymaii, mpexae yeM 4YTO-TO MyOJMKOBAaTh M IepefaBaTb y cebs B Ojore wiud B
COITMAIBLHOM CETH,

2. B HacTtpo#ikax mpoduis ycTaHOBU OTpPaHUYEHHUs HA MPOCMOTP TBOETo MpOQMIIsl U €ro
COJIEP’)KUMOT0, CJIeNIail €ro TOJIbKO "ist py3ei';

3. He pa3smemiaii 1 He yka3piBail MHPOPMAIIMIO, KOTOPasi MOXKET KOTo-JIH00 OCKOpPOJISTH
WA OOMXKATh.

ABTOpCKOE PaBo

CoBpeMeHHbBIE TIKOJBHUKHU - aKTUBHBIE TIOJIb30BaTeNu MUGpoBoro mpoctpancTBa. OMHAKO
JaJIeK0 HE BCE 3HAIOT, YTO IMOJIH30BaHUE MHOTUMH BO3MOXKHOCTSMH IH(PPOBOT0 MHUpa TpeOyeT
cOOJTI0/IEHUS TPAaB Ha MHTEIUICKTYAJIbHYI0 COOCTBEHHOCTb.

Tepmun "wHTEINIEKTyanbHast COOCTBEHHOCThH" OTHOCHUTCS K PAa3IMYHBIM TBOPEHUSIM
YEJIOBEUYECKOT0 yMa, HAUWHAsI ¢ HOBBIX M300pETEHUI 1 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh
Ha TMPOAYKTHl M YCIAYrdH, W 3aKaH4yuBas KHUTamH, QororpapusimMu, KUHOPHIBMaMU H
MY3bIKJIbHBIMU POU3BEICHUSIMMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha WHTEUIEKTYyaJbHYIO COOCTBEHHOCTh HA MPOU3BEICHUS
HayKH, JINTEPATypbl U UCKyCcCTBA. ABTOPCKHE MIpaBa BHICTYMAIOT B KAUe€CTBE rapaHTUU TOTO, YTO
MHTEJUIEKTYaJbHBIH/TBOPUECKUI TPYyA aBTOpa He OyAeT HampacHbIM, JIaCT €My CIpaBeJIMBbIC
BO3MOXHOCTH 3apaloTaTh Ha pe3ysibTaTaXx CBOEro TPyaAa, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Hukro 6e3 pa3pernieHus aBTopa He MOKET BOCIIPOU3BOAUTH €r0 IPOU3BEICHUE, PACIIPOCTPAHSATD,
MyOJIMYHO JIEMOHCTPUPOBATH, MpPOJaBaTh, WMIIOPTUPOBATH, IyCKaTb B MPOKAT, IMYOJIUYHO
UCIOJIHATH, OKA3bIBATh/UCTIONHATD B 3dupe UK pa3Meniats B MIHTepHeTe.

Hcnonn3oBanue "HI/IpaTCKOFO" MporpaMMHOro oOecrneyeHnsT MOXKET INpUBECTH K MHOTI'MUM
pucCkam: OT IOTECpHU AAaHHBIX K TBOHMM dKKayHTaM [0 6J'IOKI/Ip0BKI/I TBOCTO YCTpOfICTBa, rac
YCTAHOBJICHA HEJICTAJIbHAs IMMporpamMmma. He crout taxkxe 336BIB8.TB, YTO CYHICCTBYIOT JICTAJIbHBIC
M OecCIlIaTHEIE IIporpaMmabl, KOTOPbIC MOKHO HaWTH B CETH.

O noprasue

CetreBnuok.pp - TBOI TIJaBHBIH COBETYMK B CETH. 3Je€Ch Thl MOXEIIb Y3HATh O
0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUU KPUTHUYECKOU
CUTyallul OOpaTUTHCS 3a COBETOM. A TaKKe NPUHATh Y4acTHE B KOHKypcaX M CTaTh CaMbIM
U(GPOBBIM I'PaKIAHUHOM !



